Artificial Intelligence and Student Data Best Practices 
Artificial Intelligence Institutional Coordinating Committee Task Group 
 
Background 
Artificial intelligence (AI) has incredible potential to make many of the processes at the Community College of Rhode Island (CCRI) more efficient and effective. Specifically, generative AI[footnoteRef:1] provides opportunities to automate routine, time-consuming tasks and provide student-facing services in ways which increase the capacity of the College to meet its mission.   [1:  These recommendations primarily explore the implications of generative AI. While generative AI is a subset of AI, except where explicitly noted this document uses the terms interchangeably. 
 ] 

However, AI interactions with student data present unique questions of legal and ethical liability. While the rapidly evolving nature of the technology makes it difficult to pin down its administrative and educational uses and pitfalls, the potential for legal and other harms necessitate urgent action. To safeguard our students and protect the College there is an urgent need for proactive best practices and policies. 
This document addresses three questions: 
1. What student data should AI be allowed to access and what data should be off limits? In situations where it is neither one nor the other, under what circumstances does it make sense for AI to interface with student data? 
2. In which functions of the College is it too dangerous to rely on AI for decision-making and actionable suggestions? 
3. How can the College institutionalize accountability for the output of officially approved AI systems and staff usage? 
This work dovetails with subsections 3.C.ii. & 3.C.iii. of the College's Strategic Plan:  
ii. Regularly review organizational operations and leverage technology to ensure institutional efficiency and effectiveness.  iii. Develop a technology structure that is cost-effective, secure, scalable, and responsive to the evolving needs of the organization.  
It situates within the 'Informed' section of the Community Resolution on AI Usage:  
Respect the privacy and security of community members, their personal information, and the institution’s integrity  
 
The task group reviewed policies from other higher education institutions, think tank guidelines and documents released by the state of Rhode Island. These were supplemented with a review of recent legal and academic publications.  
The best practices which follow aim to create a lens for the College to use when reviewing the potential benefits of generative AI, as well as a scaffold to minimize risks when applying the technology.  
 
Access to Student Data 
The College has a legal duty of care when handling student data. A patchwork of laws from FERPA to the GDPR limit the circumstances of disclosure. AI tools used by the college present a threat surface with new hazards to data protection.  
Generative AI is built to make connections and ascertain context by combining data, metadata and previous interactions. The more data and data inferences AI models can train on, the more robust they grow. Information the systems train on can resurface in routine system use. 
Data breaches, either engineered (via prompt injection) or through system error (where an AI surfaces inappropriate information solicited or non-solicited to answer questions directed to it), are clear dangers.  
· Maintain a list of vetted and officially approved AI tools acceptable for use with student data. Student data should not be entered into other AI systems.  
· Build an acceptable use matrix for AI / student data interactions. Categorize types of student data by the amount of security oversight they necessitate (ex. low, medium, high risk). The College could then apply which categories of data each AI system deserves access to, based on use case. 
· Decisions to use AI systems should be made at a high level within the College, with crossdepartmental input. They should involve a cost/benefit analysis, a liability review, a legal analysis and upfront testing. 
· Vendors which incorporate AI should be required to meet standardized guidelines around data security, data transferability and model training procedures. These should be incorporated into future purchasing processes and used to review any new AI functionalities or add-ons current vendors roll out. 
· On premises control of models and data minimize some security and liability risks. When the College has the capacity to provide AI systems in-house, these should be employed. 
· Since these tools are rapidly evolving, consistent vigilance is required; conduct routine testing for security issues, data exfiltration and bias on any AI tools in use. 
· Student-facing systems should be maximally transparent. They should clearly describe the ways data will be handled. At a minimum they should include disclaimers that outline how long information will be retained, what it will be used for, which AI models will process it and under what circumstances employees will access it. To the extent possible, each should provide notice to students regarding AI processing, alongside mechanisms for students to delete their data and opt-out of future data collection. 
· Student data shared with AI should be anonymized to the greatest extent allowable for each specific use case. 
· Ideally, vendors will provide information on the data points, programmatic data elements and decision matrixes employed by their AI products and describe how they arrive at their outputs. 
 
Decision-Making and Actionable Suggestions 
There is copious documentation that AI can make factual errors, ‘hallucinate’ non-existent facts and duplicate biases of its creators and those inherent in its training data.  
· Agentic AI (systems designed for autonomous decision-making and action, capable of pursuing complex goals with limited human supervision) should only be employed with extreme caution. 
· Generative AI and agentic AI should not be used at this time to make decisions or provide actionable suggestions for any matter which may, knowingly or unknowingly, negatively impact a student's life or academic prospects (ex. grading assignments) or deprive them of potential opportunities (ex. awarding scholarships). 
· If at any point the College decides to utilize AI in decision-making processes, the institution should take full responsibility for the outputs of the processes and individual employee actions taken based on them. 
 
Institutional and Employee Responsibilities 
Nebulous or conflicting AI policies and procedures will encourage hesitancy and discomfort toward the technology. Clear cut responsibility and accountability for AI systems and outputs will empower staff. 
· Employees will be more creative and work better in situations where they have choices around when and how to use AI. Systems set up so staff must react to AI inputs at a cadence they do not control will lead to resentment and poor outcomes. 
· Employees should be encouraged to think critically about potential harms, unintended consequences and legal ramifications that could arise from AI usage. Every AI interaction should include an accuracy check. Time should be budgeted into workflows that include AI to allow for these processes. 
· Any AI tool the College rolls out should be buttressed with training, educational resources and opportunities for staff feedback. 
· AI-related practices and/or policies endorsed by the College should be publicized to staff – often and widely. 
 
Definitions 
Artificial Intelligence (AI) – Technology that simulates human problem-solving, comprehension, decision-making, autonomy and/or creativity 
Generative AI - Any machine-based tool designed to consider inputs (ex. questions, prompts, images, videos) to generate a human-like output 
Metadata – Data which describes or locates other data, often providing additional context 
Inferences – Predictions and categorizations made from data and interactions which can be stored independently and retained after the original inputs are deleted 
 
Task Group Members 
· Ronald Cavallaro, General Counsel 
· Anne Clawson, CRM Architect | IT Enterprise Systems 
· Kevin Novell, TRIO Technical Specialist | Access, Access Plus & RIEOC 
· Gail Sidney, Student Success Coach | Access 
· David Rowbotham, Director - Information Security | IT Cybersecurity • 	Cathy Picard-Tessier, Director | Records 
 
Resources 
4-OP-H-25.01 Data Security Standard (2026) Florida State University  
4-OP-H-25.02 Information Privacy Standard (2026) Florida State University  
4-OP-H-25.13 IT Third-Party Vendor Management Standard (2026) Florida State University  
Academic Artificial Intelligence (AI) Use Policy for Students and Faculty (2026) Minnesota State Community and Technical College   
Acceptable Use of Artificial Intelligence Technologies Policy Number 8040 (2025) Suffolk County Community College 
AI Action Plan (2026) State of Rhode Island AI Task Force 
AI Data Governance (2026) North Carolina Agricultural & Technical State University  
Artificial Intelligence (AI) in the Workplace Policy (2026) Minnesota State Community and Technical College  
Artificial Intelligence Draft Policies (2023) Austin Community College District  
Data Classification (2025) University of Richmond 
FCCU: AI Institutional Guidelines (Draft) (2025) Forman Christian College University 
Generative AI Guidelines for Staff (Draft) (2025) Forman Christian College University 
Generative AI Policy (2024) Columbia University 
The Flaws of Policies Requiring Human Oversight of Government Algorithms (2022) Green, B. Computer Law & Security Review, 45(2), 105681.  
Security and Privacy Statement on Artificial Intelligence (2024) Ohio State University 
SP 2-60a – Artificial Intelligence (2025) Colorado Community College System 
Staff Guidelines for Generative AI Use (2026) University of Richmond 
Use of Artificial Intelligence (AI) Policy (2025) Cincinnati State Technical and Community College 
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